bulletproof-codehardener — System Overview
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A Unified Security Assurance Platform for AI-First Teams
Zero-configuration pipeline wrapping 62 tools, LLM analysis, and cryptographic attestation.
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Bridging Human Workflows and Agent Automation

Human Interactions Agent Automation
e Intertfaces: e Interfaces:
e Next.js Dashboard UI (port 3001) & « MCP via stdio (Claude Code) or
REST API SSE (Cursor)
e Capabilities: e Capabilities (21 MCP Tools):
- Project configuration & team access - codehardener_scan_project
- Visualizing Exploitability Matrix - codehardener_findings
- Reading compliance reports - codehardener_fix
e =5
2 L

o PnstgreSQL 5
_ & BullMQ
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Docker Compose Topology & Network Isolation

A
-~ codehardener bridge network --T— """""""""""""""""
I backend T dashboard ;}
il ; ashboar 7
Edge Layer (Express API, Port 4000) ;_b (Next.js UI, Port 3001) ¢
; redis | | postgres |
% "
Core Layer (Queue/Cache) (State) /

ﬂ;sfl
R e | ZERO Exposed Ports.
scanner

(BullMQ Worker) 1 1 Only pulls from Redis,
1 J| writes to Postgres.

Execution Layer
(Isolated Core)

S S S S S e e e S T S S T S e T T T S T S T S S
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Core State Management i1in PostgreSQL 16

Self-contained schema tracked via 1init.sql without ORM overhead.

- 35 Core Tables(projects, scans, findings, attestations)

- Raw SQL via tagged templates (No Drizzle ORM)

- Uses TEXT instead of VARCHAR for strict finding schemas

v C"::

R migrations ::j
b
S |

T codehardener ; —==
s IR Database b
"t (Optional) ¢ | °  (Optional)
Managed by DefectDojo ‘h-... ...-ﬂ' Managed by n8n
33

= = — =

Single PostgreSQL 16 Host Container (Port 5432)

o
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Enterprise Extension & Workflow Automation

INTERNAL_API_KEY

Shared Secret

| B |

mmmh. —

|- S 7
n8n %

(Poxrt 5678) ,f F

i | I —

Backend
API
(Core)

DEFECTDOJO_ENABLED=true

<

4

Automation Pipeline

- Orchestrates scans via webhooks

- Workflows imported from
n8n-workflows/

X

emmmb o

o

DefectDojo
(Port 8083) =

YA

s I ——

/

Vulnerability Management

- Syncs projects as products
- Native parsing for 8 tools
(Trivy, Gitleaks, ZAP, etc.)

/
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The Scanner Registry: 62 Tools, One Unified Pipeline

SAST (5)

Opengrep

Bandit

Gosec

ESLint Security
PMD

———

e

DAST (2)

Nuclei
OWASP ZAP

e

———

SCA & Container (3)

Trivy
Grype
Dockle

Secrets (1)
Gitleaks

AI Code Quality (3)

DeepEval
package-validator
STRIDE

API & Browser (9)

Newman
Pact
RESTler
Playwright
Pally

etc.

Supply Chain & CI/CD (8)

Syit
in-toto
Cosign
Actionlint
Kubeconform

All tools synthesize into 37 distinct analyzers (22 quality, 15 security)
emitting a single unified finding schema.




Intelligent Scan Profiles

k2 % Auto-Detection Sensor:

‘auto’ profile dynamically detects
languages (CA-001) and selects
scanners. Falls back to standard.

/

L

O

O

O

O

quick standard comprehensive full
~30s execution | 2 tools ~2-5 mins | 12 tools ~10-15 mins | 49 tools All 62 unique
(Trivy, Gitleaks) (Recommended default) scanners

apl supply_chain ai-code-quality
(8 tools) (11 tools) (22 tools)
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DAST Context & Scanner Maximization

Context Field M . Unlocked Scanners
’ (The Kevs] o4 Mechanism ® Thi Vaulia) @
e E [T 2% [ Nucter”
target_url ——A-EE;- b augmentScannersWithContext () ‘ Il
H ﬁ i > Pally ~
Dockle .

L 0
P a *
container_image | 0 augmentScannersWithContext ()

| (Container Hardening)

—

i o
: M ;
openapi_spec_path | ﬁ-f augmentScannersWithContext()

Spectral

Schemathesi§#

RESTler”

",
L—

L
L Missing context results in a structured skipReason visible in the Dashboard UIW
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Scanner Container Isolation

Secure execution of untrusted code and tools.

.

718"

e
&

128" >

Step 1 (Queue):
BullMQ worker pulls job
(Max concurrency 5).

SCANNER_TIMEOUT_MS
L 4 Circuit Breaker
Step 2 (Privilege Drop):
< Process drops to
“ non-root UID 1001
("scanner™).

Step 3 (Execution):
Tools spawn via

argument-array process
spawning (NO shell).

; Step 4 (Confinement):

Strict path

> confinement
prevents directory
traversal.

7B

pe———rr L7

E?ﬂrl |-\_.
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The LLM Assurance Layer

Premium 4-stage static analysis pipeline integrated via defending-code-reference-harness.

Prerequisites Gate

1. ANTHROPIC_API_KEY set
2. Project 11lm_analysis_enabled=true (Explicit Opt-In)

Stage 1: Threat Model

Stage 2: Vuln Scan

Stage 3: Triage

Stage 4: Patch Generation
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Stage 1 & 2: Context-Aware Threat Modeling

Raw Code
Context

=

B O R
Stage 1:

Threat Model
(Claude Haiku)

R D A I D I

Generates persistent
THREAT_MODEL .md.
File inventory hashing
prevents redundant
API calls.

EIE#"E.

EAEYEA EAEAEAEAEAEAES

Extracts up to 8
Focus Areas

Focus Area 1

(Auth)

(API Endpoints)

Focus Area 3

=T\
Focus Area 2 ﬂ

(Data Flow)

Focus Area 4

(Ext. Libs)

Focus Area 5

(Config)

=

Focus Area 6

(Storage)

=

Focus Area 7
(Input Valid.)

=

Focus Area 8

(Crypto)

Stage 2:
Targeted Vuln Scan
(Claude Sonnet)

Agent-loops fan out
concurrently
(concurrency of 3)
targeting only the
focus areas.

Parses <finding> XML.

Ll el

e e e,




Stage 3 & 4: N-Vote Triage & Patch Generation

Haiku Vote

Haiku Vote

Stage 3:
Triage Filter

Triage

Filter

Stage 4:
Patch Generator

(Majority

Haiku Vote

Verdict)

Deduplicates
similar
findings.

Patch Generator
(Sonnet)

Generates diffs
(Max 5 findings).

CRUCIAL CONSTRAINT:

Patches are stored in
candidate_patches strictly

as ‘proposed’.

They are NEVER auto-applied
server-side.
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Strict Guardrails: Security & Cost Controls

Safeguards governing Anthropic API integrations.

Token Budget Regex Secret Redaction

Max 2M Tokens Input Data keys
» private R k
E:;ut = key blocks ' .
abstract text > LLH
ecde and™”, 7
look key ... Prompt
... Bftom ...
<f>» .
bearer

T—15Ell4: Bounded Slice: Ensures threat

model cannot starve later stages. Blocks AWS keys, private key blocks, and bearer

tokens BEFORE they enter the LLM prompt.

Untrusted Framing

b B T "."."{1":-::1""[:‘-"[""1_.?-:1‘-:1'1| e L]

=

i Sysfem Instructi;;s | Untrusted Data
(Target Code)

raw code = {

—— > escapeMarkdownField()

Sample Text Safe Report Data

Follow these rules exactly...

cscriEthalert[’ISS’} f ; \<script>alert('X55')
</script> 1. e s </script>

\_—/’-——\ - neutralization i 1 \__/_\\
rl l‘---w % 1.

o W | e ] ] | D | e | ] e | ] R

| Directives: ’ raw vntent() (
| - Peellow the sength of sows code "heor vulnerabilititv”;
- No processes can use to ' content('alert('X55');
sscess the directive.

—

Physical isolation prevents system prompt
corruption by untrusted input.

embedded-fence neutralization before report rendering.




The Finding Enrichment Pipeline

Reducing false positives from 62 standard tools through intelligence.

® o indi o
Raw Flndlngs. -: .. £

F = k. ; ot o Y . ! -
oo, e o, L - N E ., :
= - g N S " .h- i " -"
==

>

\

Layer 1 (In-Memory)

\

=

: Set deduplication during execution matching

| scanner:ruleld:title:filePath:lineNumber
EEREE, - ERRNtA, AN TN, A

. / Layer 2 (Database Level)

: gfﬁ idx_findings_unique_per_scan unique index

l catches race conditions

RN RS, Y g
l

Layer 3 (Intelligence)

X

Prior status carry-forward. Single batch
query (batchGetPriorDismissedStatuses)
fetches previously dismissed statuses.
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Classifying True Risk: The Exploitability Matrix

A diagnostic grid for assessing exploitability based on data logic.

>

CONFIRMED LIKELY

- Reachable code path - Reachable + unsanitized +
- Unsanitized dataflow > auth-protected

- Externally accessible OR

- No authentication - Reachable + no dataflow +

external + no auth

THEORETICAL UNLIKELY

- Reachable but sanitized - Unreachable code

OR = OR

- Reachable with no - Sanitized + behind
dataflow match authentication
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The Quality Score Engine (0-1000)

A diagnostic grid for assessing exploitability based on data logic.

0
™)
Ty
S
HARD CEILINGS:

S Ennl Rkl |- B0 s e O | R [ ol o (D e Pt SO0 S| | S ] | O | | SO S e S
S 600 ) If ANY Critical is
= open, max score is
o -200 pts for 1 Critical strictly capped at
% J P 600 (Moderate).
S -200 |
(o
E penalty = weight * sqrt(count) 10 Criticals = -450 cap
&

-450

1 Finding 10 Findings

Note: findings_count JSONB stores

. . both adjusted score (open findings)
Number of F1nd1ngs and raw score (all findings).
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Incentivizing Hygiene: Quality Bonuses & Tiers

Achievement Board (Max 280 pts) Quality Levels Scale

A

900-1000 | Excellent
SBOM Generated +25 pts | Excellen

s AT
A

—> 750-899 | Good
Signed Attestation |[+30 pts £

> 500-749 | Moderate

4
. SOXSEH PO A
All Tests Passing +30 pts PRI BERKK
IXIRAXREKRANKY > 200-499 | Poor

L ;

i ;;{x_.-’-.\:“k_, ,-’K._a".*._- A v
B .I
IR

ot et e et e e te ettty
ot et ¥ 0 %% % % e % M e et
Pee %0 et e et % e % e % e %

NN

No Confirmed Exploits|+25 pts

—> 0-249 | Critical

L ]
Peledeleleleleedeledete e IR B

el il il e, el il el e i, ol il .
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Cryptographic Attestation & Provenance

Supply chain provenance mathematically proving the work of every scan.

L= M |
=1

i

[l CERTIFICATE -

1 in-toto format

——o Scan Profile
—o Scanners Used

Execution Timing o—
¢ Findings Summary o

(ﬂ Final Score

“ol

[ i

1. Sigstore (Preferred) 2. Ed25519 (Fallback)
Cosign keyless signing via Fulcio CA. Local key pair generation
Logged directly to the Rekor transparency log. (attestation-signing.pem).
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Portable Outputs: Reports & Badges

Embeddable Badges Structured Reports SBOM Generation

- Markdown

- |SARIF (CI/CD
ingestion)

- JSON
- PDF

CycloneDX Software
Bill of Materials.
/ Maps directly to the

codehardenexr_sbom MCP
tool.
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Administrator Summary
The Platform Mandate

Deploy: Docker Compose (.env configured,
minimum 6GB RAM)

Interface: REST API, Next.js UI, MCP
(stdio/SSE)

Execute: 62 tools safely isolated in
the scanner container (UID 1001)

Analyze: Optional LLM deep scanning
with strict token/path guardrails

KX G K S Y S KNG KX

Store: State safely preserved in
Postgres 16; transient jobs in Redis

——>1 PLATFORM INPUTS

ASSURANCE
LAYER

OPERATIONAL OUTPUTS

Secure | Compliant | Proven

Healthy, Verified System (r.:’j %E.
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