bulletproof-compliance-jobs

System Overview



bulletproof-compliance-jobs
(FastAPI service)

= Unprivileged contailner
(appuser, uid 10001)

» Port: 8087

= Local mutable state via SQLite
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Capability Matrix

Job Backing Code Cadence Primary Action

Hashes/chains prior
MERKLE _INTERVAL_MINUTES=60 | hour’s events ->

writes root

Merkle app/merkle.py
Publisher (_merkle_loop)

Archives past-horizon

Retention | app/retention.py RETENTION_INTERVAL_HOURS=24 | records -> deletes

Enforcer (_retention_loop) from source (if RW)
Annual DD LS Evaluates due-ness
Report (pznnugl re'gi’f ¢ loop) | ANNUAL_CHECK_HOURS=1 for SOX, NY DFS, EU
Scheduler | ‘- i Al Act
NAIC s Polls for adverse

. e . NAIC_POLL_SECONDS=300 actions -> generates
Listener (_naic_adverse_action_loop)

artifact per new event
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Tamper-Evidence Model

Payload Serialization

json.dumps(payload, sort keys=True, separators=(',', ':'))

ﬂ._ e

Byte-for-byte identical rendering across any verifier language.
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Integrity Guarantee

Authenticity Guarantee

Mechanism: SHA-256 Hash

Purpose: Detects any unauthorized

modification to the payload.

Mechanism: Ed25519 Signature
Purpose: Proves the artifact was

generated by the trusted system key.
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[::::::::::::::::] parent_root_hash [:::::::::::::::] parent_root_hash [::::::::::::::::]

ROOT_HASH_01A4..... @ ROOT_HASH_5B2C
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The Chain Mechanism

Reads audit events across
AUDIT_BUS_DBS for the prior hour.

Hashes each event into a leaf.
Generates a root hash and signs it.
Optionally POSTs to

MERKLE _PUBLISH URL via

MERKLE _PUBLISH_ TOKEN

|:> ROOT_HASH_C9D3....

Verification

Response.:

1

total roots: N,

breaksc e
intact: true|false

} i

A non-empty break array requires
immediate investigation.
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Erasure Cascade

Trigger: DSR Request Received

subject_id / user_id / data_subject_id (erasure, access, rectification, etc.)

Step 1: The Purge
Outbound call to QDRANT_URL to purge vector points matching the subject.
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Step 2: File Deletion
System deletes all subject-tagged evidence files.

Step 3: Audit Counting

' i
! |
! Audit trail is immutable. References are counted but strictly NOT deleted. !
! 1

The deletion event itself is recorded.

_=E] Artifact Output |
Signed deletion-confirmation artifact written to DSR_DELETION_CONFIRMATION_DIR
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Standard Automated Sweep

Driven by

AUDIT_RETENTION_YEARS and

e

EVIDENCE_RETENTION_YEARS

[

(default 7) > 4 JSONL . gz
l B
Action: Records past the horizon are
bundled and compressed.
Legal Hold Override
Active hold pauses deletion for
a specific session ID, stored
in LEGAL_HOLD_DIR
| |
< | |
Held records are still archived by the
retention enforcer, but the source deletion 1s

pexmanently bypassed until the hold is released.

& NotebooklLM



-

Cryptographic Blueprint

Read-Only Graceful Degradation

Triggered by app/retention.py:_connect_audit_db

BEGIN IMMEDIATE -> CREATE TEMP TABLE —> ROLLBACK

Yes No (Mount is Read-Only)

Is write access
granted?

v

Standard Operation
Archival + Source Deletion

Graceful Degradation Path Activated

Opens DB with immutable=1
(prevents SQLite WAL/journal creation)

L

‘ Archives past-horizon records to JSONL.gz

L

Skips deletion entirely, reporting
cannot_delete=true / ro_mount=true

| Noted as the recommended
| production posture.




T =
Regulatory Reports | | NAIC Adverse Actions

—h Trigger: Manual run-now Logic: Scans for policy
~oat ‘% (accepts year 1970-2200) or 2 denials, threat detections, and
oo Co auto-fires annually. high/critical guardian actions.

E p 3L ~

Types: sox_attestation, Safety: Idempotent execution.
nydfs_part500, eu_ai_act, Re-running skips processed
naic_adverse_action_consolid events

ated. (skipped_already_tracked).

Output: Signed JSON evidence
packages saved to
REPORTS_DIR with
embedded signature,
artifact_path, and

artifact_sha256 using

L' REPORT_OPERATORL_ID. J |'_| .__I
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State Volume: Cryptographic State Store

Volume: /state

Warning: Losing this volume loses
signing keys and Merkle history

/compliance_jobs.sqlite =—————— Local operational state DB (SQLITE_PATH)
Immutable JSON files per Merkle root
/merkle-roots/ ————————————— (MERKLE_ROOTS_DIR)

/ hive/ Compressed JSONL.gz retention archives
arcnive (ARCHIVE DIR)

Signed DSR deletion proofs
(DSR_DELETION_CONFIRMATION_DIR)

/dsr-confirmations/

/regulatory-reperts) —— Signed regulatory report artifacts
(REPORTS_DIR)
/signing-keys/ ———————— Ed25519 key material (SIGNING_KEY_DIR)
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Database: app/db.py

Applies additive migrations automatically on start via PRAGMA table_info introspection.

\merkle_roots

#A— Seguence-numbered,
E ] chained, signed hourly roots.

|

legal holds

retention_runs

History of retention sweeps
and per-class counts.

Active/released holds that
pause deletion.

regulatory_runs

I Generated report metadata
- + signing key id.

dsr cascades

_j- -
"IF“Jﬁ

Request log with per-
subsystem deletion counts.

nalc_actions

Idempotent tracking of
adverse-action events.
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Rotation Mechanism Genesis

Keypair generated on first start.

The key_id (16-hex prefix of
public key) is logged exactly once.

The private key (with 0600
permissions) is NEVER logged.

11!H§)-——-Um§???aj——— fE;Eﬁ

PERMISSION

Top-level files are moved into
signing-keys/archive/<key_id>/.

System restart mints a new keypair.

O Resilience

Public key files automatically
self-heal if deleted while the
private key remains on disk.

Seamless Backwards Compatibility:
"POST /signing/verify' resolves both current and archived keys by "key_id" to maintain historical verifiability.

& NotebookLM



API Visibility Layer

No built-in authentication (relies on network policy).
Tests (tests/) are hermetic and require no external services.
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Dashboard Endpoint (/api/dashboard)
{

status: 'unified operational view',
includes: [

‘Merkle chain status’,
'‘Recent roots',

'Recent retention runs',
‘Active legal holds',
'Pending DSRs',

'Recent report runs'

O
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Verification Endpoint (verify)

{

valid: true,
key_matches: true,
resolved_public_key: '<key_data>'

}

Ensures artifacts are instantly checkable
by internal compliance tools.
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The Triggers
(Inputs)

ENTION_INTERVAL_HOURS,

The Processes
(FastAPI Engine)

. The Four Asyncio Schedulers

(Merkle, Retention,
Annual, NAIC)

Driven by Canonical JSON
+ Ed25519 signing.

The Artifacts
(Outputs on /state)

Chained Roots,
Compressed Archives,
Signed Reports,
Deletion Proofs.

bulletproof-compliance-jobs translates chaotic operational data into pristine, cryptographically
verifiable compliance evidence—automatically, immutably, and transparently.



