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Bulletproof Markdown for Agents

A stateless, self-hosted HTTP proxy that distills raw web pages into
clean, agent-ready data.
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Al AGENT
(MARKDOWN)

# Title: Cleaned Web Page Data
» Source: [Original URL]

- #=2Core Content:++ Extracted main
article text without clutter.

- #aStructured Data:s=+ :
* Element 1: Data point A
« Element 2: Data point B

#3# Code Snippet

“otatus™: "DR",
“data®: { "key":

"value” }

wsMetadata: e+

- Processed: [Timestamp]
- Yersion: 1.2.8

- Agent-Ready: Yes
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Al agents require structured signal, not HTML noise

The proxy acts as a strict content-negotiation layer, fetching arbitrary web pages and returning
only clean text/markdown; charset=utf-8 without requiring a database, state, or authentication.
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<|DOCTYPE html><html><he: |

hrcz” ttES ggtrackl 0. analyt1cs com/tag.js"
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9999:">Subscribe Now!</d

markdown-for-agents

HTML

ELEMENT
EXTRACTION

PARSING |

CONTENT
SANITIZATION

T L CONTENT

MARKDOWN NEGOTIATION
CONVERSION

# Welcome to Our Site

This is an article with [a link]

(https://example.com/link) and
some text.

## Section Header

Token-efficient,
pure content.

AnuthEr paragraph Gf Structured
content.

[Footer Link]
(https://example.com/footer)
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The lifecycle of a proxied request

Every request passes through a rigorous sequence of validation, security checks, and

conversion heuristics before returning a single byte to the agent.

ZONE 1 | ZONE 2

ZONE 3

ZONE 4

1. Ingress (3 Modes)

2. The Perimeter

3. The Engine

4. Egress & Operations

III

A01/403
Errnr Codes

tth Check

WAF

nrf; i

401/403
Error Codes

Inspection Threat Blocking

Route Match
[STATUS: ROUTING)

X- anlmrded Far,
Agent-1D

Header Injection & Scrubbing
(STHTUS: MODIFYING)

STATUS: 200 OK
Content-Type: text/markdown

L,

Clean, Structured

=’

Audit Trail,
Metrics

L

Rate leltm Au
HTTP. gRPC I:ETAT‘I..IS:CI-I-ECHIHEI (STATUS: VALIDATING] (STATUS: SCAMMING) (STATUS: SECURING) HEEPDHEE
 GRFL, Blocklist DB A g
WebSocket (a ) Respngsl.; :; :1 r:;;zatmn
é (STATUS: FINALIZING) L]
Load Balance &  upstream
Upstream Request Service
(STATUS: DISPATCHINE)
_|_ Al
' 1 | =
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Three discrete ingress modes for variable

architectures

URL-Path Proxy (Mode 1)

Header Proxy (Mode 2)

Sidecar (Mode 3)

Mechanism:

Target URL injected into path:
GET /https://example.com or
?2url=

Pipeline:

Attempts Native Markdown
first, falls back to HTML
conversion.

Ideal For:

Direct agent tool calls.

Mechanism:

Request sent to
/markdown-convert with

X-Original-URL: https://...

Pipeline:

Always converts HTML (no
native attempt).

Ideal For:

nginx content-negotiation
integration (Accept:
text/markdown).

Mechanism:

ORIGIN_BACKEND env var points
to a local app.

Pipeline:

Always converts HTML.

Ideal For:

Sitting directly in front of
a local backend service.
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The Security Perimeter: Pointing at arbitrary URLs requires armor

Because the proxy fetches URLs supplied by autonomous agents, it assumes
every request is hostile.

SECURITY GAUNTLET

GATE 1: SCHEME CHECK GATE 2: PAYLOAD SIZE GATE 3: NETWORK TARGET GATE 4: RATE LIMIT
Allows HTTP/HTTPS only Checks against MAX_HTML_BYTES 5SMB SSRF & DNS validation Client IP window
le | le | L A le o
™~ I -1 ™
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Phase 1: URL Validation

(validate_url)

3

Hostname is DNS-
resolved.

Killed 1f mapped to
loopback, RFC1918,
link-local

(169.254.0.0/16 cloud

metadata), or IPvé
equivalents.

| Phase 2: Connect-Time Check| .
| (SSRFSafeTransport) [

Defeating SSRF and DNS rebinding at the network layer

.-._.|_'. =

ANNRRR N
1

Phase 3: Sub-Resource
Filter (Playwright)

Request moves to

TCP connect.

The IP

is re-resolved

and re-checked
1mmediately before
connection, defeating
DNS rebinding attacks.

ANNMR LR N

MALICIOUS REQUEST
TERMINATED

Every sub-resource
request (images,
scripts) generated
by Chromium 1is
intercepted and
forced back through
the same validation
rules.

Internal targets
are aborted.

Z
gl
HE
Z
/

MALICIOUS REQUEST
TERMINATED

MALICIOUS REQUEST
TERMINATED
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Per-client rate limiting prevents proxy exhaustion

Limiting is enforced per request.client.host. If deployed behind a reverse proxy,

the proxy must terminate the limit or forward the true client IP, otherwise the
service limits the reverse proxy’s IP.

CLIENT IP
192.168.1.160

0000000000070000000 © E00000000000000000 0000NC

d

RATE_LIMIT_REQUESTS
(Default: 60)

429

© © 0 000000 YW ¢ ;00 Ha:y
000000000 O¢
0 @mmo@ equesTts

.\\\\\{Q

RATE_LIMIT_WINDOW
(Default: 60s)
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The Escalation Pipeline: From cheap headers to heavy rendering

The engine always attempts the most computationally efficient extraction method first,
only spending CPU cycles on a full browser render when absolutely necessary.

Conversion Cost Escalatlon

______ ) __NV“ '*f 'Respnnse[;:>
.Réﬁpﬁﬁﬁ%::>

Fetches HTML, extracts via trafilatura.
If token count > MIN_CONTENT_TOKENS, exits.

If tokens < MIN_CONTENT_TOKENS (default: 30), escalates to
headless Chromium to execute JavaScript, then re-extracts.




+

S
Bounding the headless Chromium fallback
Rendering is the most expensive path. For workloads strictly converting static blogs or
wikis, disabling Playwright saves significant memory.

PLAYWRIGHT_ENABLED=true: o ots ol

Required for JS-heavy SPAs. REQUEST TIMEOUT (15s) +

PLAYWRIGHT_TIMEOUT
| (20000ms).
7

Concurrency Cap: Hardcoded

semaphore limits concurrent

renders to 3 to protect memory.

|
I
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Egress Response: Clean Markdown with structured metadata

The output is formatted for maximum LLM legibility. HEAD requests return these exact headers with an empty
body, allowing agents to perform a cheap token-count or cache probe without downloading the payload.

HTTP/1.1 200 OK

Content-Type: text/markdown; charset=utf-8)
‘X-markdown-source: converted
x-markdown-tokens: 450

X-cache: MISS

title: Sample Page
description: A brief summary of the content.

# Core Content Begins Here...

Headers Block

Metadata Headers

Injected YAML
Frontmatter

&) NotebookLM
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Telemetry injected into every successful response

Metadata allows the consuming application to make programmatic decisions about
token budgets and content sourcing without parsing the body.

'X-markdown-source | x-markdown-tokens | x-cache content-signal
H 9 e ™ o .
Shows how the Estimated token Indicates HIT A configurable
engine succeeded. | count of the (served from usage signal string.
returned document. | in-process cache)
Values: native, or MISS. Default:
converted, or ai-train=yes,
rendered. search=yes,
al-input=yes.
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Strict error discipline prevents context window pollution

Non-200 upstream statuses and non-HTML content types are never proxied verbatim.
The agent receives predictable, deterministic error states.

Upstream Chaos A The Firewall Sanitized Output

Non-HTML
B content types (S 41 5 422 4
% T Non-HTML Zero usable
. 1 Y’ origin tokens

\ 404 custom [~~<Z°
 error pages

5 - s
o -
iy T/ ¥ ) s
..u . o=
= -
| ! p— . |
! r T I I_.-".
————a.. & = _—I. B e ! 3 I.|I n
e % r §
R % [ |
b F N |I
|
1

500 origin o ; —D Origin Upstream
tracebacks unreachable timeout
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In-process caching accelerates repeat data fetches

The cache is purely in-process per-container and does not share state across replicas. It
clears on restart, maintaining the system’s strictly stateless, zero-database architecture.

<

New Request

CACHE_MAX_SIZE: 10600 entries
CACHE_TTL: 3600 seconds

Local Cache

o \
—— Oldest entry
evicted at capacity
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Operational Reality: The Docker containment field

The system is designed to be completely self-contained. No volumes, no database, no
external state stores, and no secrets.

Container Schematic

DOCKER CONTAINER BOUNDARY

Executes as

mfa

Network :

Bound strictly to
127.0.0.1:8090
(Host-local only)

Single uvicorn
worker running
FastAPI

i

SRS

Base Image: python:3.12-slim

,.
I
I
I
I
|
I
I
I
l
I
I
I
I
I
I
I
I
L

non-root user:
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Resource limits and container health probing

Production stability relies on strict resource boundaries. The included
docker-compose.yml pre-configures these safety rails.

Resource Caps Health & Metrics

GET /health i
Memory )
1G

Probes liveness and Playwright
browser status (active,
[ e shl failed, disabled).

= GET /stats !
CPUs —

Exposes request counts, hit
rates, error counts, latency, and
& A cache occupancy in JSON.

LS | gk

— request_counts
— hit_rates

— error_counts

— latency

— cache_occupancy

Shared Memory

B,
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A frictionless bridge between the web and the agent

By isolating the complexities of web scraping, headless rendering, and network security into a single, stateless Docker
container, bulletproof-markdown-for-agents allows Al platforms to consume the internet safely, cheaply, and reliably.
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