MECHANICAL METADATA

SECURE_PERINETER_BARRIER

SENSITIVE_DATA_YAULT
AUTH_GATE_V3 = i 5 [ 2 o DATA_IRGRESS_POINT
- & I_I "
e ¢ _.i ] L, ik
il NEURAL_PROCESSING_CORE
.-..___.-' H'\""--H
Il L ~ :
= 4 .-'q‘ Ii"-’-- E"_‘\-g et
- - h\-‘“-». > ;,;/._» . -
1 =1 I 1
.-"J-ff '-.'-- FRM'\-\.  —
= NCRYPTED_CHANNEL_OMLY (o <& : et - -
= i 5 : MODEL_EXECUTEON_ENGIN — 1=
= "=, i \ - |
| " \ -
ol x“"-, | - 1 - h .,-P'IHJ|. o e __J. ...-
"'h"'-,,._l ] 1 ’-f-'___..'- -. H'H-\.\H_Hh |, P -] = ""w,,_\_h s - A 1 ._..__.:-'
- g .-._:::._,- {11 \ = = o
—_ A hY P ety o &
SECURE_PERTMETER_BARRIER Y ., SENSITIVE_DATA_VAULT :
1) SECURE_OUTPUT _CHAMNEL
\X ; [

AUTH_GATE_V3 —/

DATA_THGRESS _POINT

i o AUDIT_LOG_STREAN

ISOLATION_CHAMEER

bulletproof-monet

The Anatomy of a Sovereign Al Architecture

SYS_DEPLOY: SINGLE_HOST | ENGINE: CLAUDE_CLI | AUTH: DENY_BY_DEFAULT
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A personal intelligence residing on a single hardened VPS.

Monet is not a wrapper or a library; it is an operational source tree deployed to /opt/monet. It drives the
Claude Code CLI using your persistent memory, orchestrated by local tools, and reachable securely via Telegram.

Amnesia, Vendor Lock-in, Privacy Leaks
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SOVEREIGN: Zero external APls PERSISTENT: Deep vector-memory  SECURE: Single-user system
beyond your existing Claude backend (Qdrant + Ollama) that locked to one Telegram Chat ID
subscription. remembers across sessions. with an append-only audit trail.
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The architecture isolates orchestration, intelligence, and storage.

Interfaces
(Telegram Webhook / SMS)

Orchestration: Dockerized n8n
and host-side bash handlers manage
state without LLM overhead.

Intelligence: claude binary acts as
the reasoning engine; 11ama3.2:3b
handles local summarization.

Storage: 55+ Qdrant collections
holding episodes, trajectories, and
digital twins.
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Multi-modal sensing locked to a single authorized user.

Text

Image

Document

Location

e ——

——

Webhook
Receiver

" Chat ID
Allowlist

B Universal Ingestion: Accepts

text, images (auto-tagged by
type: receipt, whiteboard, etc.),
documents, and locations.

Voice Support: Voice notes are
transcribed locally (or answered
from captions).

Absolute Access Control: The
webhook receiver compares
every inbound update against a
single
TG_AUTHORIZED_USER_ID. All
other traffic is silently dropped.
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A strictly bounded command surface area.

Conversation Memory & Search

/new (fresh session) /seaxch (unified local data)

/expoxrt (session summary) /memoxry-stats (Qdrant point counts)
/memory-export

Clips & Bookmarks Automation & Utilities
/clip, /clips, /find /xremind, /remindexs
/maxk, /recall (semantic search /ss (screenshot)

across saved snippets) /photo-log, /usage

Anything not explicitly on this 17-command list is treated as ordinary conversation and routed to Claude.
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Mechanical session lifecycles ensure stability
and prevent context collapse.

. A 5-minute pause in conversation automatically |
5'M|_nUte triggers a fresh session. Prior sessions are
Inactivity Rule resumed first; fallback to fresh on failure.

Turn 01 i | Turn 40

Session 1nitiated. I Hard limit reached.

State_fil.e_.- crgated Context Compactiun Forced session reset.
(session_id|timestamp|turn_count). E t
flock lock prevents concurrency. vents
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The execution engine operates with
unrestricted local authority.

File System Qdrant Search

Claude
Code CLI

Command Execution

Monet delegates reasoning to the Claude Code CLI, running as a subprocess with --dangerously-
skip-permissions. It executes commands and reads/writes files on the host without human prompting.

Extensibility: Powered by a custom TypeScript MCP server (claude-memory-mcp) exposing over 60
specific memory tools (e.g., memory_boost, context_budget) directly to the LLM.

" Requires a dedicated VPS. The single-chat-id allow-list
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A two-layer memory model separates immediate
constraints from deep history.

ot Conte Layer 2 (Deep Reference)
Technology | Local File (MEMORY.md) Vector DB (Qdrant) + Ollama
Server identity, b5+ collections (episodes,
Scope connectivity rules, trajectories, learnings,
persistent system facts digital twin)
Injection |Auto-loaded every session Retrieved per-prompt via
Method by Claude Hybrid Search
i Highly curated, rarely Continuously appended via
Volatility | hanges memory hooks and skill-

harvesting
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The recall pipeline fuses keyword and semantic
search under strict token budgets.

The Hybrid Memory Pipeline

o enes-tox (IR 7 =

Vector 'l— l BM25
/ b/ (Keyword)
(Reciprocal Rank Fusion

(Semantic)
. i,/; merges and ranks results)

11— 1F Dedup Gate & Polarity
{r Corrections and negative feedback [!]
v £ are sorted first to prevent
hallucination persistence.
6,000-char

Limit

User Prompt
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Automation distinguishes between programmatic
echoes and generative reasoning.

= | Dl

o=

¥ i) I

Programmatic Echoes Generative Reasoning

Reminders Scheduled Jobs

e Time-based triggers. e Recursive Al tasks.

e Evaluated every minute via e Driven by monet-cron.sh.
monet-remind.sh. e Executes a fresh prompt through

e Echoes a fixed, pre-written user the Claude engine (e.g., “Generate
message (e.g., “Take out the trash”). a daily threat brief”).

e ZeroLLM cost. e Delivers newly synthesized,

generative results.
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The background heartbeat continuously refines
system intelligence.

The 24-Hour Heartbeat

Every Minute: Watchdog
(kills stuck sessions > 6 mins)
& Agent-job execution.

S  Every6h (e.g., 17:00 UTC):
Learning & Skill-Harvesting
loop (extracts reusable patterns
from Qdrant “pheromone trails").

Every 6h (e.g., 17:00 UTC):
Learning & Skill-Harvesting . e
loop (extracts reusable patterns [
from Qdrant “pheromone trails”).

07:30 UTC: Daily Briefing
(monet-pulse.sh) delivered
to Telegram.

, 08:30 UTC: Nightly skill-usage
23| L, 13 aggregation.
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Paranoid, defense-in-depth isolation
for a highly privileged engine.

O Ring 4 (Core - Engine):
Prompt-injection filter
scores inbound content
before model execution.
Memory Dedup Gate blocks
records > 0.92 similar.

Ring 1 (Network): Nginx ©
returning Status 444 for
all non-webhook traffic.

\y

O Ring 3 (Infrastructure):

All Docker ports (Qdrant,
n8n, Postgres) bound strictly
To 187.0.0.1.

Ring 2 (Access): ©
Strict ID allowlist.
Webhook drops unauthorized
payload IDs instantly.
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The Anatomy of a Single Turn.

2 3 4

Ingress: Recall: Execution: Tooling:
Webhook State Pre-prompt Prompt LLM invokes : :
receives Orchestration:| | Management: hook passes MCP tools S
payload -> n8n bridge flock locks queries injection (claude- Response
Auth check triggers channel -> Qdrant T s streamed
j y-mcp) back to
drops monet-tg.sh. session (BM25 + Claude :
unauthorized state Vector) -> Code CLI 1l deeper Telegram.
IDs. resumed. injects top processes. context 1s

memories. needed.
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Host-side administration and optional agent
delegation.

Optional Agent Personas: Management API (Port 8091):
: SYSTEM STATUS & METRICS
$ bin/ask- agentl WEEKLY TOKEN USAGE AP SPEND ESTINATE
H I alill H 1 il
MEMORY OVERVIEW
Qdzant Index Eapa:r;:? WAL Log Size

bin/ask-agent CLI tool dispatches queries to Read-only, bearer-token authenticated endpoints
markdown persona definitions in bound to localhost.
$MONET_AGENTS_DIR. Operates entirely outside e faudit: Queries the append-only SQLite log

(WAL mode) tracking every turn.
e [fusage: 7-day token consumption and API

spend thresholds.
e /memory/stats: Qdrant collection capacities.
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A complete sovereiﬁn intelligence deployed
via one unified stac

Deployment Footprint (/opt/monet)
‘IIIIIIIIIIIII Illllllllllllll

Host: Dependencies:
Any modern Linux Docker Compose >= 2.20,
distro

Il‘ L

ocal Models:
Ollama
(nomic-embed-text

Python 3.11,

(RHEL-family tested).

Node.js 18. & 11ama3.2:3b).




